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Expert View

s I have been involved with 
digital power since the early 

days of adding communica-
tions and intelligence to power sup-
plies, I have frequently been asked 
about software security and if the 
power supply industry is prepared to 
address security issues. While there 
is very little chance 
that a hacker will 
reach a single digital 
point-of-load (POL) 
at the board level, the 
risk increases expo-
nentially as we move 
upward in the value 
chain. In that chain, 
the smart grid is 
probably the highest 
and the most ex
posed to cyberat-
tacks (Figure 1).

As time passes, 
the number of renewable power 
sources is growing, the deployment of 
smart meters is rising, and many other 
communication links and automation 
circuits are being connected to the 
smart grid. So what is the situation in 
terms of security? Are we safe?

Risk Escalation
In 2007 in the Aurora Generator Test, 
the U.S. government demonstrated 

that, with only 21 lines of code, hack-
ers could take control of a power 
plant and physically destroy a genera-
tor [1]–[3]. Since then, many cyber-
security breaches have taken place, 
such as the case in April 2016, when a 
water and electricity authority in 
Michigan became the victim of a ran-

somware attack and 
was forced to keep 
information tech-
nology (IT) systems 
locked down for a 
week. Examples such 
as these and many 
others indicate that 
the number of cyber-
attack cases reported 
to security authori-
ties has been rapid-
ly increasing [10]. 
Florida Internation-
al University esti-

mated that, during the first six 
months of 2015, more than 100 
cyberincidents affected the infrastruc-
ture of the United States, and the 
energy sector had the largest number 
of attacks. Cyberattacks on the 
smart grid are a global threat and all 
countries are at risk, motivating 
power experts and networks manag-
ers to consider a global response and 
methodology to prevent any damages.

In February 2016, the U.S. Depart-
ment of Homeland Security (DHS) 
issued an alert (IR-ALERT-H-16-056-01) 

that was based on a case that hap-
pened on December 2015 in the 
Ukraine [4]. It was a high-level alert 
to smart grid operators, motivating 
them to accelerate protection mech-
anisms and to develop preventive 
actions policies. The Ukrainian case 
combined multiple elements in the 
attack, including physical sabotage. 
In fact, the sophistication of the 
cyberattack reached a new level of 
intrusion, motivating the smart grid 
community to strengthen coopera-
tion and efforts to accelerate sus-
tainable security within the smart 
grid [5].

A Black Christmas for Ukrainians
On 23 December 2015 at 4:00 p.m. 
local time, the Ukraine region Ivano-
Frankivsk was plunged into dark-
ness for several hours and more 
than 220,000 customers lost power. 
In addition, the IT and communica-
tions systems of the electric com-
panies were severely damaged by 
the attackers.

In this case, the attackers com-
bined a large number of attacking 
tools: spreading phishing e-mails con-
taining a variant of the BlackEnergy 3 
and KillDisk malware programs and 
exploiting security holes in Microsoft 
Office documents to get into the IT 
network of the electric companies 
and inhibit the security agents in the 
firewalls (Figure 2). At the same time, 
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they managed to break credential 
codes to access deeper levels of the 
system, controlling industrial com-
munication busses such as the ones 
interconnecting uninterruptible 
power systems (UPSs) to the supervi-
sory control and data acquisition 
(SCADA) systems.

SCADA systems are basically pro-
cess control systems (PCSs) that are 
used for monitoring, gathering, and 
analyzing real-time environmental 
data. PCSs are designed to automate 
electronic systems based on a prede-
termined set of conditions, such as 

traffic control or power grid manage-
ment. For the  ones used to lower 
energy and board power systems, it 
is supersoftware-defined power 
architecture, which, considering the 

strategic role it plays, requires an 
extremely high level of security. 
After gaining control of the SCADA 
systems, the hackers accessed the 
electricity network, which allowed 
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FIG 1 The smart grid network is very distributed and vulnerable to physical and cyberattacks. (Credit: MSSA/Shutterstock.) 

FIG 2 Cybercriminals taking control of the smart grid is now a reality. (Image courtesy 
of Powerbox.)

The Ukrainian case is con-
sidered a real-life example 
of what could happen to  
larger networks. 
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them to shut down and severely 
damage equipment.

The Ukrainian case is considered a 
real-life example of what could happen 
to larger networks. The lessons learned 
from that case are part of ongoing smart 
grid security standardization projects 
in the United States, Europe, and Japan.

Making the Smart Grid Safer
The smart grid is an extremely com-
plex architecture with a lot of areas 

for intrusions and attacks. Over the 
years, it has shifted from managing 
electricity distribution to becoming a 
super information and communica-
tion technology (ICT) machine. 
Michael McElfresh, adjunct profes-
sor of electrical engineering at 
Santa Clara University, California, 
summarized the situation very well 
[6], saying “Technological advances 
in grid operation have made the 
power grid increasingly vulnerable 

FIG 3 The complexity of the smart grid makes it very difficult to protect globally. (Image courtesy of Powerbox.) 
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to cyberattacks.” He also stated, “The 
growth of the smart grid has created 
many more access 
points for penetrating 
grid computer sys-
tems—the Internet of 
Things (IoT) will only 
make this worse.”

All over the world, 
governments, consor-
tiums, and groups of 
experts are engaged in 
an amazing race to 
deploy security meth-
ods and protocols to 
make the smart grid 
safer. In the United States, the set of 
critical infrastructure protection (CIP) 
standards issued by the North Ameri-
can Electric Reliability Corporation 
became mandatory in 2007 for owners, 
operators, and users of the Bulk Elec-
tric System to ensure that certain 
assets on the grid critical to reliable 
operation are protected from both 
cyberattacks and physical damage [7]. 
It is going through a wave of new revi-
sions, moving from CIP V3 to CIP V5—
skipping V4, and accelerating V6! This 
revision cycle reflects the situation 
faced by the standardization organiza-
tion, developing security standards in a 
fast-evolving world of threats  [11], [12].

In Europe, despite a number of ini-
tiatives within the European network 
and information security community 
to establish frameworks and stan-
dard operating procedures, the E.U. 
level response to cyberincidents 
lacks consistency. However, projects 
such as the E.U.-funded Smart Grid 
Protection Against Cyberattacks are 
showing signs of progress [8]. 
Although the worldwide smart grid is 
slowly and steadily getting stronger 
and safer, the potential of threats 
remains high.

Conclusions
Because of the complexity and the 
variety of devices connected to the 
smart grid (Figure 3), power supply 
manufacturers will have to consider 

the security aspects when their prod-
ucts are integrated within a smart 

grid. Introduced at the 
Asia-Pacific Economic 
Cooperation in 2015, 
software-defined pow-
er architecture is de-
ploying fast in the ICT 
industry; some sys-
tems already installed 
in data centers are 
connected to the smart 
grid and communicat-
ing through the SCA-
DA system. In this 
loop, even if there is 

little risk that a hacker can send a 
command to a POL blasting local 
core processor, the risk for UPS and 
even the front-end rectifier to re-
ceive a fatal command is far greater. 
The Ukrainian incident has triggered 
the alarm for all of us involved in de-
veloping power systems connected to 
the smart grid. It is a signal that we 
should never forget about the final 
application and to be smart security 
innovators to power the smart grid 
with excellence.
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